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ABSTRACT

Sensors, in one form or another, have always been a com-
ponent in physical security systems. Usually such sensors
are configured on a perimeter, or perhaps on concentric
perimeters. The work was motivated by the realization of
the fact that the probability of detecting an intruder is a
Quality of Service (QoS) parameter. This implies an inter-
esting trade-off between the amount of resources that a
defender can muster and the QoS (in terms of probability
of detection) that they get. We study this trade-off for a
family of structures with an axial design reminiscent of a
snowflake. We show that such a structure presents inter-
esting qualities. The relations geometrically deduced in the
paper provide a form of sensitivity analysis. The cumula-
tive nature of the detection is discussed and, in addition, a
possible implementation in sensor networks is explored.

Keywords: physical intrusion, detection probability, Qual-
ity-of-Service, wireless sensor networks.

INTRODUCTION

There is a wide range of situations that include within
them protection problems. For example, banks must pro-
tect against bank robbers, and museums must protect
against thieves. Adversarial situations often involve two
different objectives; on the one hand to protect something
important one owns, while, on the other hand, to penetrate
and defeat the protection of the opponent.

In the field of situation management several ways of
reasoning about the environment are discussed and ana-
lysed [1]. In order for such schemes to work, it is neces-
sary to categorize the environment and to map correspond-
ing techniques for responding to different identified
scenarios. The work reported in this paper is the first step
toward a different way of looking at protection-related
situations. We are interested in alternative ways of sensing,

leading to better and perhaps different categorization. We
are also interested in alternative ways of responding. As
part of this paper, we will develop observations about how
alternative sensing and protection techniques are related.

Our ability to protect often revolves on the way we
deploy two different types of resources. The first are sens-
ing resources, and the second are responding resources.
Guards in a museum can fulfil both roles — they can see
someone attempt to take a painting, and then can intercept
the thief. However, in large museums, the tasks are some-
times differentiated. Valuable objects have sensors at-
tached to them, to alert guards that someone may be too
close to the object.

Readers may notice that the problem bears some re-
semblance to the class of problems in computational ge-
ometry known as the art gallery problems [2]. Usually
such problems try to determine a covering set; in our case
a covering set would be a set of sensors which guard the
entire territory. The association of the art gallery problem
to sensor networks has been explored before (e. g. [3-5])

One technology that is available but not yet widely
used in situation management and emergency response
systems is wireless sensor network technology. It is antici-
pated that in the near future networked sensors combined
with novel data collection and fusion techniques will make
monitoring and emergency response systems more accu-
rate and affordable than conventional systems.

In this paper we consider a general problem of protec-
tion, in which a number of sensor units are to be config-
ured around a central valuable item. We wish to achieve
high levels of protection while minimizing the overall cost
of the system. Qur approach is consistent with others who
have observed that security is a QoS issue [6].

The paper is sequenced in the following way. First, a
security situation is described, and possible sensor con-
figurations are drawn. Next, the defensive capabilities of
one configuration are analyzed. Finally, the results are dis-
cussed and conclusions are drawn.
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THE SITUATION

We imagine the following situation:

A valuable item is to be protected from being
taken. The item to be protected is in the open, and
an intruder may approach from any angle.

Our problem is to place the sensors in such a way as to
minimize cost (the fewer sensors the better) while achiev-
ing a high degree of protection.

We assume that an intruder at distance at most ¢ from
a sensor is sensed and assessed as an intruder with a cer-
tain probability that is hardware specific. In the sequel, we
consider two models: (1) in the first model the intruder is
detected with probability 1 within a disk of radius r cen-
tered at the sensor and with probability 0 outside, and (2)
in the second model, the intruder is detected with probabil-
ity 1 inside the above disk and with probability p up to
distance d from the sensor.

Note that the complexity of the problem lies in the
adversarial component. For, the intruder will seek to un-
derstand the defenses. Intruders may intentionally attempt
to set off sensors in order to figure out their location and
capability well before actually attacking [7].

As a result, our job is to provide the negotiated level
of resilience with the additional constraint of revealing as
little as possible to an intruder.

PERIMETERS AND AXES

A common way to defend against intruders is to create a
physical perimeter such as a fence; there are a number of
factors to be considered in such a design [8]. In many
situations, however, physical perimeters are expensive to
construct, and sensor perimeters are used in their stead; for
example when one crosses a certain line, a bell rings,
which alerts a defender.

In high security situations, concentric perimeters are
constructed, so that an intruder missed at one perimeter
may be caught at the second one (see figure 1).

However, perimeters may provide too much informa-
tion. Through observation or testing, it might be possible
for an intruder to figure out exactly where the perimeters
are, and therefore to plan more effectively.

What alternatives might exist? We might build a
structure based on an axial design, such as figure 2. This
may go against our intuition initially, as the structure looks
casy to penetrate. However, radial structures such as this
may provide interesting benefits.

Figure 1. Square or circular concentric perimeter arrange-
ments. There is often an outside perimeter n units away, and an
inside perimeter m units away from the center.

Figure 2. Snowflake defense, an axial design.

Figure 3. 4 curved snowflake defense

THE BASELINE SCENARIO

The simplest scenario is that of a linear artack performed
by an unsophisticated adversary that proceeds in a straight
line towards the asset - henceforth referred to as the center.
We assume that the defensive infrastructure consists of
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sensors placed in the snowflake configuration of Figure 2.
The angle between consecutive “branches” of the snow-
flake is 6, considered to be a system parameter. The choice
of 0 is dictated by the amount of resources available and
the desired Quality of Service, taken here to mean “prob-
ability of detection”. Indeed, it is intuitively clear that the
larger 6, the less effective the detection. To avoid inconse-
quential notational complications we assume that 27 isan
6
integer.

Each sensor has a sensing radius of » and a transmis-
sion range of 2r. To begin, we assume that an intruder at
distance at most r from the sensor is detected with prob-
ability 1. Later in the paper we shall revisit this assump-
tion. The radius of the circular deployment area is R We
write

R=Q2c+r (1)
where T is a system parameter that depends on the type of
sensors available and on the desired coverage arca. For
example, in Figure 2, 7=5 and, consequently, R=11r. It is
easy to confirm that, excluding the central sensor, the
number of sensors in each branch equals t, and that the

total number of sensors deployed is 277 , ;. As an illustra-
a

tion, in Figure 2, 9:% and the total number of sensors

deployed is 41.

The snowflake infrastructure offers a layered protec-
tion in a sense that we now define. Referring to Figures 2
and 4(a), the first layer consists of the set of outermost
sensors; for every 7, i>0, the i-th layer consists of the set of
sensors at distance R—2i—1)r from the center. To orient

the reader, we note that the dotted circle in Figure 4(a),
contains the sensors in the i-th layer

We are interested in evaluating the detection probabil-
ity offered by the snowflake infrastructure with the above
parameters. Referring to Figure 4(b), let 2¢; be the angle
determined by the two tangents from the center to the sens-
ing disk of a sensor in layer i. Simple trigonometry shows

that sine, = _ and, consequently,
R—-(Q2i-Dr
2) o, = arcsin

_r
R-Qi-Dr

@ b)
Figure 4: [llustrating the baseline scenario

Let D, (i>0) be the event that occurs if some sensor
in layer 7 detects the intruder, assuming that intrusion takes
indeed place. It is easy to see that the corresponding prob-
ability P[D;] is given by the following expression

2 arcsin

o
R-(2i-1yr

P[Di]: P

3)

To justify (3) observe that, as illustrated in Figure 4(b),

cach sensor in layer 7 “covers” an angle of measure 2¢;
centered at the asset. Since there are 27 sensors in layer 7,
o

and since the coverage arcas are disjoint, they cover a total
angle of 2_”(2a_). Now, the probability of detection is the
9 1

ratio between the total angle covered and 27.

A somewhat simpler expression of (3) can be ob-
tained by using (1). Indeed, after standard manipulations
we obtain

2arcsin———
2t —i+1)

P[D,]= >

“4)

Equation (4) captures the essence of the defensive ca-
pabilities of the baseline scenario: the probability that the
layer i sensors detect intrusion, assuming intrusion occurs,
is a function of the density of deployment and the sensing
range r of individual sensors. Moreover, the equation can
be perceived as offering some sensitivity analysis: indeed,
(4) tells us how more protection we obtain by increasing
the deployment density and the capabilities of sensors and,
conversely, how much protection we loose should we de-
crease the amount of these resources. For example, we
may wonder about the probability of detection offered by
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the sensors in the fourth layer in Figure 4. Since 1=3, i=4,
and , _ 7 , equation (4) reveals that P[D4 ] =0.6434...
4

Importantly, the snowflake infrastructure satisfies the
property
DcD,c.cD, c..

Consequently, we can write

P[D,]<P[D,]1<..<P[D]<.. (5

It is clear that detection will occur eventually, since
the central asset is protected by a collocated sensor (the
central sensor). However, in many types of attacks it is not
wise to rely on detection by the central sensor. For exam-
ple, art galleries worry not only about theft, but also about
defacement.

An important question that has to be answered for the
snowflake infrastructure is that of early detection, defined
as the identity of the outermost layer £ such that P[D;]=1.
Referring to Figure 2 again, we notice that detection is
guaranteed in layer 5 as the sensing disks overlap.

We now address this important problem in its full
generality. As illustrated in Figure 5, P[D;]=1 is guaran-

teed to hold as soon as 4 L2 Q Now, replacing this value
2

in (2) we obtain

gine— T (6)
27 R—(2k—1Dyr

In turn, (1) and (6) combined yield

(M

Figure 6: /llustrating P[Dy] =1

Finally, we are interested in determining the layer that
detects the intruder with a given probability at least g. Let j

be the subscript of the first layer in top-down order for
which P[D;]>.¢g. Using (4) we obtain

. q6
arcsmm ——— > —
2€0r—j+1) 2
from which we get easily
jzt - +1-
2sin 1
2

THE ENHANCED SCENARIO

In real-life applications it is rather unusual for the prob-
ability of detection to drop off abruptly from 1 to 0.
Rather, as illustrated in Figure 7, the probability of detec-
tion is 1 within a disk of radius » centered at the sensor,
dropping off to some probability p (strictly less than 1)
within a disk of radius d. Notice this is a discrete version
of the continuous case where the probability of detection
might degrade exponentially with the distance from the
center of the sensor. Naturally, p, r and d are system pa-
rameters that depend on the actual hardware at hand.

detection probability = p

Figure 7: Illustrating detection ranges

We are interested in evaluating the detection probabil-
ity at layer i. For this purpose, it makes sense to distin-
guish between the following cases, illustrated in Figures 8
and 9, respectively.

Case 1. Neighboring detection disks do not infersect.

Referring to Figure 8, let o; (resp. B;) stand for the angle
determined by the half-line joining the central point (the
asset to protect) and the sensor with the tangent to the disk
of radius  (resp. d). It is casy to confirm the the angle be-

tween the two tangents to the radius d disksis -2, .
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layer

Figure 8: /llustrating Case 1

Next, consider a possible attacker. This attacker may
come from any of the directions @, b, ¢, d or e. In cach
case, the probability of detection is different. To wit,

if the attacker comes from directions a or e the prob-
ability of detection is 1,

if the attacker comes from directions » or d, the prob-
ability of detection is p,

if the attacker comes from direction ¢, the probability
of detection is clearly 0.

At the risk of some notational overload, we let D;
stand for the event that the intruder is detected. It is easy to
see that in Case 1, the probability of detection, P[D;], can
be expressed as follows

2(lxai+px(ﬁi_ai)) 2
P[Dz‘]: 0 :g[(l_p)ai+pﬁi]'
Of course, in case p=0, we obtain the expression in (3), as
expected.

Case 2. Neighboring detection disks intersect.

We find it convenient to import the notation and ter-
minology established for Case 1 above. Referring to Fig-
ure 9, consider again a possible attack from one of the di-
rections a, b, ¢, d or e. In each case, the probability of
detection is different as illustrated next:

if the attacker comes from directions a or e the prob-
ability of detection is 1,

if the attacker comes from directions & or d, the prob-
ability of detection is p,

if the attacker comes from direction c, the probability
of detection is p(2-p). To see this, observe the intruder is

not detected with probability (l— p)2 which amount to

saying that detection with  probability

1-(1- p)’ = p(2 - p) as claimed.

occurs

It 1s not hard to see that in this case the detection
probability can be written as

20-p)a. +2pp. — p* (6 -2
P[Di]z (1-p)a, + Peﬁz p ( ﬁz).
As before, in case p=0, we obtain the expression in

(3), as expected.

In Figure 9, we looked at a situation where the sensor
areas might overlap in coverage. In Figure 10, we look at
different concept of overlap. As an intruder moves toward
the center, there are several straight paths the intruder can
take, akin to the letter-coded directions of figure 8. In di-
rection b or d, the intruder's path will overlap the outer
circle of the outermost detector. The probability of detec-
tion is p. However, as the intruder continues, the probabil-
ity of the intruder being detected after crossing through the
next detector is now p + (1 — p)p. More generally, the cu-
mulative detection probability at time step 7, assuming
steps of size 2r, can be thought of as a recurrence relation:

P, =D, +(1_pz—1)p
p=p

whose solution is

b, :l_(l_p)l

layer ;

i R-(2i—Dr

Figure 9: /llustrating Case 2
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CUMULATIVE DETECTION

Figure 10: Cumulative chances of detection as the intruder
moves toward the center.

In Figure 10, the intruder crosses four regions of detection
probability p before crossing two regions of certain detec-
tion. Even for low probability detectors, the situation is not
favorable for the intruder; given sensors with a probability
of detecting of 1/2, at time step 2 the chances of the in-
truder evading detection are 25%; at time step 4 they are <
7%.

It is clear that there are a number of path-sensor over-
lap situations that can occur, depending on the angle of
initial attack. The highest probability of success for the
intruder will usually occur with an approach along angle c.
If the mtruder comes in between the axes, detection cannot
occur until the coverage areas begin to overlap along the
axes (which is one level outside the center in figure 2).

In order to prevent such an attack, a configuration
such as that in figure 3 might be considered. The configu-
ration would be constructed to curve the axes to close off a
potential attack along an angle c.

At this point, the best an intruder can do is an attack
along a curved trajectory parallel to the curved axes. If we
assume sensors are not visible, then discovering such a
trajectory may be difficult even in a large series of tests,
for the number of possible curved trajectories is high.

DISCUSSION

Perimeters can be constructed so that the probability of
detection is close to certain by tightly arranging sensors in
ong perimeter, or by using concentric perimeters of more
loosely linked sensors. However, perimeters may be ex-
pensive to establish. Also, perimeter sensors are often con-
nected to perimeter barriers, so their position may be obvi-

ous to an intruder. In many situations, friendly people need
to be let through the perimeter; a hostile intruder may
choose to deceive or attack the guard.

The axial defense might provide an alternative con-
figuration.

Sensor networks can be constructed deterministically;
however, much of the current research on sensor networks
presumes that inexpensive sensors are dropped, forming a
random pattern. Some researchers point out that, if possi-
ble, a one time movement could improve the overall detec-
tion capabilities [9].

If the density of the dropped sensors is high, then it is
possible to form all different number of arrangements, in-
cluding both perimeters and axes, by powering off un-
needed sensors.

An axial approach is interesting in the case of ran-
domly scattered set of sensors. For, in such networks,
communication will tend to flow toward the center for in-
tegration. A radial pattern of communication may be put
into place for this reason. This radial pattern might double
as an axial detection configuration. In other words, the de-
tection and the communication pattern might match.

It is probably the case that, in different situations, dif-
ferent types of configuration will yield better detection.
Consistent with theme of situation management, future
work may consider extending these ideas to form a more
comprehensive, situational, approach to security, with an
expanded set of sensor patterns, and a mapping between
the perceived situation and sensor configuration to be
used.

CONCLUSIONS

Usually, physical security is accomplished through
the establishment of a perimeter, which serves a double
purpose as a barrier and as a detection mechanism. Here
we have considered the merits of an axial design of sen-
sors. An axial design is consistent with a probabilistic,
quality of service approach to security.

We have analyzed defence against straight line at-
tacks using an axial model. Equations are provided which
might be used to examine the effects of varying sensor
parameters on carly detectability. There is a cumulative
effect to an axial network of sensors; with each time step,
the probability of detection may increase. Whereas perime-
ter defenses are often easy to spot and to plan against, we
suggest that intruders may find the probabilistic and cumu-
lative nature of the axial defense difficult to perceive and
hence to attack.
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