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Motivation

Focus of this work:

Covert channels in
programming language runtimes



Motivation

Program
Runtime
environment _
O p erati N g Contribution
A language to express and reason
SyStem about information-flow control in

Implementations of runtime-related
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collection, sharing).



Information leaks via runtime

Lazy evaluation

I I .
2017 IEEE 3041 Computer Secyrigy Foundations $ymposium

Securj
Curing Cuncurrent Lazy Programg Against | nformatiop Leakage

Mirco Vagseny
hners L8 Joachim Breiipe,
€Y of Technoryy, ] Alejandro Rygs,
Vassenato ,m,"ﬁ ers chnology Universir, o Pennsyivaniq Chalmers l,’ Jandro Russ
e Joachimtics uperm e et of echnoty
TUSSO@ chalgry g

e
nsitive garbag

Abstracr—yp,

SHate-OEthe-art infop gy fon-flow  co, side-e e d the
r ™ control ‘e effects without req,
gontm Auiting changes 1 g, language

e iming-se

Askarov
Aslan A
vpedersen AN e
B o UFC) tooks gy
Departme! s University - | R
Aarhus u.dk blic output: o s
) - ) PrOgramming matters. () John »\:mlhrrd:\vmc[nu feature of Haskel] e
m e Strategy, Tnjg evaluation js nOn-stricy, g, ’; e ¢ oo
T o epaion i L. 45 function argymene
! \ - oot v il required by yhe g, ion, ay
n it Drogrammeoe! f\mmm sharing, as the vq1yeq of such muu::ui: ::;m "
iy S oty g 2 o ko
53 UCton. argupenty v their
nction,
lear which evalygrioy,
e 0 preserve secrery

1o aslan)ecs. 2

me,
: tacks. The

cker !
i the K 9% L end o
el ind he s
-level 10€

S and Covert chanpej,
a2y cvaluation g,
100 FOr leaks proyceg
uld skip the execyjy

ate Wil
may cnmmunu‘ on cannot im!
- ay cutio
a timing eir execy : b
o via Gming 0 i L illustrates the

We

jon flo
————

Noninterferen
Secure Infory »
nce fot Gérard i nal Now Stefan Myjje,
C . interferel i Compositio! ! Camegie Mellop ,
ilistic Noni INRIA, 2004 Route des I, ams via s Iniversiy Stephen Chong frateey seems 1o pe gy,
School of Probabi Progra Muller@cs.cpm,, edy H ¢ - ¢
Florida Int Jfeld X AV Uniepg ation could gy
4 - gabelfe chon, Y save the
Miami, Andrei Sabe Cor pyshovt, Kasp) 80seas, harvarg g, ks, it is S0 Vulnerghle
N . dr Karbyshe €10 sharing. Byjpy.
smith, Department "1‘ o Abstract. We propose a Aleksandr K Abstraey . Bui o
g 0! 1 S St the LIO libegry (15
- ersity of Tc&\“““;) terference in a system of 2 We . 0 Ieak informgiop 1o
Iniversity stel X € demongyry e tation vig
Chalmers Univer: 412 96 Goteby imperative language exten extendy MURe that 4 acical gopey, wnity, The o) - This covert ey
. 296 Gt ende . @l Concuprey, Y The chajjepq oncurreny
1 {andrei.dav line of some recent work by anising g & Dl e informgg e 8Uage cap e OWardy o PRC s tha g curre, e mency and shareg
E-mail: e . for that proyap, enfonee MMation Security per " Teased Paralleljsp, °, C0t hardygy, trengy "8 Up threads 1o yeo
as well as our semantics for . Suarangees . i I Strong ¢ orm, ech- Puter sy e, thar nd the Iy € numb, ) h a way th
2o S- Weexteng . 'S informy, e Istems h e large erof ¢  Way that the sece,
Abs less restrictive than those ol patract. Reason susge iy e tend the x 1 oncurreny ,"“" security increagipg), impor, .,’,‘:';m data of vy of com. U5 Winne of g
ract stract. ‘ Se-graine, Ogramp, oy S ant (o e, > Lt is ac
. over, we show how to adapt A oronly diff al (©.X10 conypen e iformg 7P Contry] (210 o Sty g 01 inform. g et esources i
notorio N o Y abstryg, entry o - Euara ma- 2. referencn
Previously, we developed a type systd bstract noninterference results in thg tive informatior Container g, data ang tions g g, Rotion of 5 tral thougp, Progress hag p “‘ & references). pye 1
information flow in a sequentja) imp Al dity speci- maining in a nonprobabilistc type-and-effect Y Tevel wigy gy, Mputatiop, vy, 50ciate 4 i & 1O yet prot enforg, hero e evon) 1t-bindings 4ng
language [VSI96]. " Program var) bles irive confidentiality for a potentially insect 9 approp e festrict eqepy Place 1q o ccurity Plemengyji,, The o e are f<y01d LIO's conyryy:
ther high or low security: intuitiyel.. obability-SETSTE o erference e ttacks. In cont only iy cCurity eyl WH 0 sore o 8uage abyy, o OPPortuniry e im. e tion aftects the
information from flowing from high sy We present @ PO ilistic 0o Jage with dynamic s on public Scuriy oy Sme ey IS interacy T Xisting i €rnal timing
ables. Here, we extend the analysis to ion — a form of P gramming lans! anels arise from 1 Introduction \4\““ permissiv of diffe,ha o pe Y level, the, our Mation geqy 00N securiy ecisely hich threads gogeyy the
hreaded language. We show that the pr feation = o caded P istic covert cha eduling pol Taees on public analygiy gy o, Yy Motons o g% ke concury is ing s Infor. D e ch constiey
s insufficient to ensure a desirable securi small multi- Pprobabilis since sch It race fron] SIAIYSIS preoyery ote, eract, oyy informatjgy o Of depengep, ) Mimately o - " oS the extemal i,
! eation stic. S for mul - . . . resources fr in Potentialyy g, - n Securiy SYnergy por ) S Such, (horr ected to er mode =
Fnal vt o o hBrTerence basically e crectn P prbabiisic spcification o il The aim of this paper is to study o acee] e 8 infomg il oS o c..nﬁ,;:‘,,f"“‘“”"“’!“«wwm-hu,. o 3 Pt e o e
il values of low variables are ing lepend heduler W e the lang! generalis e scifically of ncel b ay be e he *h covert sope, il e0tmechanjgy. - SIS for cop,, rency b of the
values of igh varabiee e modifyin a sch ically outside ! lescribe how 10 8 eurity with | more specifically 1»1 noninte Tference that ma aboutinfopy, o Mechanisy ¥ } duling cpy, " TN Progry g "hlur,,,mmmunn securipy T and :wm_ ot angusge fege,
System, we are able to guarantee nonioe icyis PR S ages. we d fefine robust S<CUER L Meseguer in [4]) in the setting of d e prormation o, Curreny p, ity reasoning e X10 ' in concyy. i of no fully oy
of parey ograms. Crucial to this result, hoy threaded |GERER, onder hedlers,not exclding the per [15] by Volpano, Smith and Iy, Chce-gpng L enfy2rams, langugge S Amming language 11, e e
of purely nondeterministic throny schedulin, sity condifi s of schedu bin) sched o] ! ! trodud corbased extengjona info OIS 4 nopingeyg, Rncy, Copgrer” DSaClions 1 e Oblect-oriepeg
menting such scheduling is propje; atic, we. O to a wide clas (e.g., round-re The formulatiol and Volpano, where noninterference js 1 Inf Caleulus gy o ures the p 20N Securiy, conditigy " - Cenirgy 0 X10 concyppgpe PO fine-grajney con,
oblem; ect 10 stic (€8 e e N N N Pl the o7 oN S 'y ion in f 3 place, OnCUrrency g, concur. C:
2, more restrictive type system can gnarar ] P biliry of determinsie 4 priorities d Skow’s notio’ i an imperative language with secur siraction ang SY0C-fnigh po DS of X1y ppo b comp €. A plage " CompugggEetions is the nogjoyy ey
ence, given a more deterministic (s sil plled thre en and S . A X exferer Y analysig allelism, vy, lace ab. COmputagigy, . @ atio, * o
cheduling pomore determini s o i program-contollee FEE 7 Larsen o e security is purely sequential, and is extended Noniterfres nalysis g g Gl e cxeng i 2 a0 and g, o Cxampl et U that copaie”
e cduling policy, such as round-robin tigy 0} dap! e show ho i L sfies non- lementey | langugge o SECU- Achine or qep Ple. each o
e consider the consequences of adpms ’hmu’ on an a “:‘“‘.“mn We shoy sperties which k“’ terleaving). In this introduction, and satisfi te (hi u m ”“‘d“f”““)ﬂpugumpl"rh;L:;g‘ features apg e Reprosen; “",”"’Jthmf 0 a disriy gy Of @ single
¢ bisimulatic pro curi h 5 s private Suag o let for the re, Sented by o gier s od syt
guage. probabilistic b compositionality 1’”“ s for, 8- sect” security levels will simply be high anq e g al P fesulling lon. 4y COMpugrigy 7 o different pjyce, Data heig o Mieht
fies orrectnes  type P ! B reasoning tegor;, ) 0 the a Ming g o o1 aheld at g ppoc,
ition satisf ard proofs OF O security " contain secret information, while Jow.1J imperative Lo 'm]and,s,/;,,«,,,“mm” s (9 the place, pyp " o 4 e, are sajg 1 4 Place,
I ) ohtforwa de) d systems. B pe ISUGGes . | gyt 3 [Prog, of exec, 8 ass
! Introduction straightfo b irate his bY pli-hreaded ST However all results will be given for ap problems i Program "lrxmg(nn.\iml,\.,,,“M g OF excugy s 0 X10 g o0 X10. Ml 1o
ems. pvious 1 onge! . '8 Structyre oy SrEsCp EXecute copey . are kg, eads
The success of mobile code technologies depen x\\'“’" proves on V"“ 10 spect 10 our sITOME In Volpano et al.’s work. noninterferd scheduler 1Y and Progegyign “,' " 6 (Operaripg s, » ;”‘S"”‘"' Place g, :0" rently gy,  lace, A i, may
part on what kinds of secerjp e 1 b ch in p re: N ~Inform, stems]: Secy.. A€ share ey, c e oo
en o ind ! security 508 the oo can b whi g it coreet Wil 3P’ do not interfere with those of Jower leve Eeampl Kerworgy 1 tion fow opgeny. e Place g 41d an gegre may gnjy ot ¢ same
Cacnts executing the code. Among the pogerrn. rovi wcurity €O ) Eram, 5 Langyage. ¢ where i i) o 13y only 4ece
Ining that code respects a client’s priya, 4, 50 tha P dependent securit variables are not dependent on the values trol; X Suage-baseq “\U“l).mlmnmm v ing message Passing. 0%Aed. Placo, may w"::m dota
: : nd ) - n-flow ¢, ., e 2. Y Commupjcyy,
information is not improperly discipaey” Current in s meant to model the absence of inform low con. LSSV Compype tion begn 0 8 designeg © discop ™
proaches to security adq =3 ssue of protec 3 . N A COncure, “ el g Ces rage
oty by ok e g s e s ! prote Such information flow is considered insed 1 Introdycriy, umen N places,ginee hisreges
ey by introducing protection domaing un. acce . N P . A e exte ces
lege. The basic idea's 1 apec s 20 3 : 1. Introduction secret information into the public doma; . Enforcemey o Strong iy it e XI0 gy absirgeq
° o o i . . . thi — N2 infory,, o ormatiop, g et Htions for
matugel i 1% o a picce of code basd oy e 3! ning the value of a high variable to g N U o | o ety g for  lnguage Sy Securiy ey i g ey
< ation . the o) < 955 both g e > @ for ce 128 SX10 (for geen " S and cajj g, o TO0C)
1.1. Motivatiol ferouse? O the value of a high variable and theg s e Nallenge ang gy o 070! 5 associgieq - U X10). iy, eSuling
’ ram S48 I the approach of [1519], these situagio) . o security g W1 @ securigy 1, CU. in X )
approa 112:12), these situa the i) securiy alySis engupeg g 1©Veh and g (e mplegel,
explicit flow is preve o & P i o com tion yPPTOPriAte for g, seeur " €ach plac N
= e St i 148 iy o o a - dec
0 e g ; p i
o e
OUr Security, Lm'hc’ laces at he
Comehanisms o oy

a certain access p)

a domain bounda)

s the local file syst
When is an ur

system. More precisely
assigned variable be at least as high as thg
evel o

k is then made for

attempts to cross
you have some

strusted ProgT

nature. A chec
blic (low) &

when the code

Tucun,
\120na, Us 5 N
: Places With dl!ltr\‘lll Security J,
Y levels
Y levels may poce security g,

for example if it attempts 1o aece .
the privilege has been granted execution proceeds. ty
in mind that the decision s made hers against a sed Gty s mnhdc\\ml\‘.‘“ e suppl
palicy for the code’s signature, ot the oo itself. T safely 1 fa and some P he attacker — the W
the approach taken in the sec urity architecture of the (high) ot to make m“\“w anything Ah\\\( flow is prevented by asking that the |
a carn any 1 (el . i
Yo e eode - will ™t the applic aion € conditional (the level of a command boing {
truste the fact that the T e —onall Solaizg
legitimate 265000 ate * Research partially funded by the 5y Working 210"y fes
i leg! i i S but becgyge me 2y pe
RNRT Project MARVEL > Message. pagging 3
"8 COmmunicyy 1 ¢ i
sec

espite
data, desp! " ire
y require L

a registral

sheet) may ¢
rinciples in order 0 perforn
er 0

with the suppliet

1d J. van Leeuwen (Eds.): 1¢
001

§ the code (
F. Orejas, P.G Spirakis,

d J
r-Verlag Berlin Heidel

To appear in the 25th ACN\ Symposium on P,
anguages, San Diego, California, Janyl xer
he attacke o

sume that t seram i © Sprin, Iberg 200

Programming L,
19-21, 1998, )
allusers): .
(trusted) Y
10,00 © 2000 IEEE
00 $10- —

695-0671-2/'

0-7

Concurrency and scheduling




The setup

Secrets l

>

| Program™=

Iy il
b &

Program

£\
\/' Runtime
environment

Operating
system




Requirements

Wanted: A programming language for implementing runtimes

Must have: 1. Higher-order functions

2. Runtime type analysis

3. Heterogeneous arrays

And: Formal security guarantees

Task
Closures + thread scheduling
Obiject descriptors for GCs
Modeling the stack

Feature
Higher-order functions
Runtime type analysis

Heterogeneous arrays

w

>

Necessary
evils!



The rest of this talk ...

> Example

Typing the call stack
> Language

- Security guarantee

Implementation and case studies



Example: Summing heterogeneous array

alloc() def alloc() =
init() — Vv = pack (int L, 0)
sum( ) as 3t : type . t in

p := malloc(5, v)

‘ Public Secret
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N
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Example: Summing heterogeneous array

alloc() def alloc() = |
init() v := pack (int L, 0)
sum( ) as 3t : type . t in

p := malloc(5, v)
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Example: Summing heterogeneous array

alloc() def alloc() =

init() v := pack (int L, 0)

sum( ) as 3t : type . t in
— p := malloc(5, v)

(int L, 0)
(int L, 0)
(int L, 0)
(int L, 0)
(int L, 0)
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Example: Summing heterogeneous array

el def init() =
as 3t : type . t in — x(p + 0) := pack (int L, 1) as (3t : type . t)
P = mattoets, V) x(p + 1) := pack (int H, 99) as (3t : type . t)
x(p + 2) := pack (int L, 3) as (3t : type . t)
x(p + 3) := pack (int H, 101) as (3 t : type . t)
x(p + 4) := pack (int L, ) as (3t : type . t)

(int L,

(int L,

(int L,

(int L,

N [N N N NS

(int L,




Example: Summing heterogeneous array

o) e def init() = ‘
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Example: Summing heterogeneous array

2L neck (int L, 0) def init() =
as 3t : type . t in x(p + ©) := pack (int L, 1) as (3t : type . t)
P i matlectt, V) —~ *(p + 1) := pack (int H, 99) as (3 t : type . t)
x(p + 2) := pack (int L, 3) as (3t : type . t)
x(p + 3) := pack (int H, 101) as (3 t : type . t)
x(p + 4) := pack (int L, ) as (3t : type . t)

(int L, 1)
(int H, )
(int L, ©)
(int L, 0)
(int L, ©)




Example: Summing heterogeneous array

def init() =

x(p + 0) := pack (int L, 1) as (3 t :

def alloc() = x(p + 1) := pack (int H, 99) as (3 t :

v := pack (int L, 0) *(p + 2) := pack (int L, 3) as (3 t :
as 3t : type . t in x(p + 3) := pack (int H, 101) as (3 t :

p := malloc(5, v) x(p + 4) := pack (int L, ) as (3t :

def sum() =
sum : int L := in

— sumLows (&sum)
print sum

def sumLows(psum: [int L] L) =
sum : int L := in
1 : int L := in
while 1 < length p do
(t, v) := unpack *(p + i) in
match € with
int L > sum := sum + v

| _ > skip
1 = 1 +
xpsSum = sum

type .

type .

type .

type .
type .

t)
t)

t)
t)

t)

(int L,

(int H,

(int L,

(int H,

(int L,
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Example: Summing heterogeneous array

def init() =
x(p + ©0) := pack (int L,
def alloc() = x(p + 1) :=
v := pack (int L, 0) x(p + 2) := pack (int L,
as 3t : type . t in x(p + 3) :=
p := malloc(5, v) x(p + 4) := pack (int L,
def sum() =
sum : int L := in
sumLows (&sum)
print sum
}
def sumLows(psum: [int L] L) =
sum : int L := in
1 : int L := in

while 1 < length p do
(t, v) := unpack *(p + i) in
match t with
int L > sum := sum + v
| _ > skip
1 = 1 +
xpsum = sum

) as (3 t :
pack (int H, 99) as (3 t :
) as (3 t :
pack (int H, 101) as (3 t :
) as (3 t :

(int L,

(int H,

(int L,

(int H,

(int L,




Example: Summing heterogeneous array

def init() =
x(p + 0) := pack (int L, 1) as (3 t :
def alloc() = x(p + 1) := pack (int H, 99) as (3 t :
v := pack (int L, 0) *(p + 2) := pack (int L, 3) as (3 t :
as 3t : type . t in x(p + 3) := pack (int H, 101) as (3 t :
p := malloc(5, v) x(p + 4) := pack (int L, ) as (3t :
def sum() =
sum : 1int L := in
sumLows (&sum)

print sum

def sumLows(psum: [int L] L) =
sum : int L := in
1 : int L := in
— while 1 < length p do
(t, v) := unpack *(p + i) in
match € with
int L > sum := sum + v

| _ > skip
1 = 1 +
xpsSum = sum

type .

type .

type .

type .
type .

t)
t)

t)
t)

t)

(int L,

(int H,

(int L,

(int H,

(int L,




Example: Summing heterogeneous array

def init() =
x(p + 0) := pack (int L, 1) as (3t : type . t)
def alloc() = x(p + 1) := pack (int H, 99) as (3t : type . t)
v := pack (int L, 0) x(p + 2) = pack (int L, 3) as (3t : type . t)
as 3t : type . t in x(p + 3) := pack (int H, 101) as (3 t : type . t)
p := malloc(5, v) x(p + 4) := pack (int L, ) as (3t : type . t)
def sum() =
m : int L := ]
su t in p: [(3t: type . t) L] L
sumLows (&sum)
print sum x(p+1) : (3t : type . t) L

def sumLows(psum: [int L] L) =

sum : int L := in )
i :int L := 0 in (int L, 1)
while i < length p do (int H, )
v - t— (t, v) = unpack x(p + i) in _
match t with (int L, 5)
int L » sum := sum + v (int H, )
| _ > skip _
i =i+ (int L, 10)

xpSUM = sum



Example: Summing heterogeneous array

def init() =
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Example: Summing heterogeneous array

def init(

)
x(p + ©0) := pack (int L,
def alloc() = *x(p + 1)
v := pack (int L, 0) x(p + 2) := pack (int L,
as 3t : type . t in x(p + 3)
p := malloc(5, v) x(p + 4) := pack (int L,
def sum() =
sum : int L := in
sumLows (&sum)

print sum

def sumLows(psum: [int L] L) =
sum : int L := in
1 : int L := in
while 1 < length p do
(t, v) := unpack *(p + i) in
match € with
v : int L - int L - sum := sum + v

| _ > skip
1 = 1 +
xpsSum = sum

) as (3t : type . t)

;= pack (int H, 99) as (3t : type . t)

) as (3t : type . t)

= pack (int H, 101) as (3 t : type . t)

) as (3t : type . t)

p : [(3 ¢t t) L] L

x(p + 1)

type .

(3t : type . t) L

(int L, 1)

(int H, )

(int L, 3)

(int H, )

(int L, )




Example: Summing heterogeneous array

def init() =
x(p + 0) := pack (int L, 1) as (3t : type . t)
def alloc() = x(p + 1) := pack (int H, 99) as (3t : type . t)
v := pack (int L, 0) x(p + 2) = pack (int L, 3) as (3t : type . t)
as 3t : type . t in x*(p + 3) := pack (int H, 101) as (3 t : type . t)
p := malloc(5, v) x(p + 4) := pack (int L, ) as (3t : type . t)
def sum() =
sumLows (&sum)
print sum x(p+1) : (3t : type . t) L

def sumLows(psum: [int L] L) =

sum : 1int L := in ]
i :int L := 0 in (int L, 1)
while i < length p do (int H, )
(t, v) := unpack *x(p + i) in _
match t with (int L, 5)
| int L » sum := sum + v (int H, )
_ > skip i
i =i+ (int L, 10)

— kpSuUm = sum



Example: Summing heterogeneous array

def init() =
x(p + 0) := pack (int L, 1) as (3t : type . t)
def alloc() = x(p + 1) := pack (int H, 99) as (3t : type . t)
v := pack (int L, 0) x(p + 2) = pack (int L, 3) as (3t : type . t)
as 3t : type . t in x(p + 3) := pack (int H, 101) as (3 t : type . t)
p := malloc(5, v) x(p + 4) := pack (int L, ) as (3t : type . t)
def sum() =
sumLows (&sum)
— print sum x(p+1) : (3t : type . t) L

def sumLows(psum: [int L] L) =

sum : 1int L := in ]
i :int L := 0 in (int L, 1)
while i < length p do (int H, )
(t, v) := unpack *x(p + i) in _
match t with (int L, 5)
| int L » sum := sum + v (int H, )
_ > skip i
i =i+ (int L, 10)

xpSUM = sum



The call stack as a heterogeneous array

def g(q : int L, r : [[int H] L] L) =
s : int H := in

def f(x : int L, y : [int H] L) =

7z : int H := X 1n
w : [[int H] L] L := &y in
g(929, w)

— £(93, null)

ok Arguments to f

null : [int H] L

[...] Locals for f’s caller

Old base pointer

UIMOoJb Yoe]s JO uoi1oali( ;




The call stack as a heterogeneous array

def g(q : int L, r : [[int H] L] L) =
s : int H := in

—def f(x : int L, y : [int H] L) =

z : Int H := x in
w : [[int H] L] L := &y in
g(99, w)

f(93, null)

Old base pointer

93 : int L

Arguments to f
null : [int H] L

[...] Locals for f’s caller

Old base pointer

UIMOoJb Yoe]s JO uoi1oali( ;




The call stack as a heterogeneous array

def g(q : int L, r : [[int H] L] L) =
s : int H := in

def f(x : int L, y : [int H] L) =

Z : 1nt H := x in
w : [[int H] L] L := &y in
9(99, w)
£(93, null) o3 : int H )

> Locals for f

OxFF.. : [[int H] L] L

Old base pointer

93 : int L

» Arguments to £

null : [int H] L

[...] } Locals for f’s caller

A 4

Old base pointer

»
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The call stack as a heterogeneous array

def g(q : int L, r : [[int H] L] L) =
s : int H := in

def f(x : int L, y : [int H] L) =

z  int H := x in
w : [[int H] L] L := &y in
— g( ’ W) — .
> Arguments to g
OxFF.. : [[int H] L] L
_<
£(93, null) 93 : int H " < tor ¢
OxFF.. : [[int H] L] L ocails Tor

Old base pointer

93 : int L

» Arguments to £
null : [int H] L

[...] } Locals for f’s caller

A 4

Old base pointer

UIMo.ab Yoeis JO uoljoali(




The call stack as a heterogeneous array

— def g(qg : int L, r : [[int H] L] L) =
s : int H := in

def f(x : int L, y : [int H] L) =

z  int H := x in N
w . [[int H] L] L = &y in Old base pointer
g( ! W) 99 : int L )
> Arguments to g
OxFF.. : [[int H] L] L
_{
£(93, null) 93 : int H L < for ¢
OxFF.. : [[int H] L] L ocals for

\ 4

Old base pointer

93 : int L

» Arguments to £
null : [int H] L

UIMo.ab Yoeis JO uoljoali(

[...] } Locals for f’s caller

A 4

Old base pointer




The call stack as a heterogeneous array

def g(q : int L, r : [[int H] L] L) =

s : int H := in
def f(X . int L, Y . [int H] L) = [...] >Locabfbrg
z  int H := x in 42 : int H
w : [[int H] L] L := &y in 0ld base pointer
g( 4 W) 99 : int L )
> Arguments to g
OxFF.. : [[int H] L] L
_{
f(93, null) 93 : int H
> Locals for f
OxFF.. : [[int H] L] L

\ 4

Old base pointer

93 : int L

» Arguments to £
null : [int H] L

[...] } Locals for f’s caller

\ 4

Old base pointer
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The call stack as a heterogeneous array

-] » Locals for g
42 : int H

Old base pointer

99 : int L
> Arguments to g
OxFF.. : [[int H] L] L
=
93 : int H
> Locals for f
OxFF.. : [[int H] L] L

Old base pointer

93 : int L

» Arguments to f
null : [int H] L

[..] } Locals for f’s caller

Old base pointer




Typing the stack pointer

-] » Locals for g

s : int H

Old base pointer

q : int L
Arguments to
r : [[int H] L] L > g S
~
z . int H
> Locals for f
w : [[int H] L] L

0ld base pointer

X : int L

» Arguments to f

y : [int H] L

[..] } Locals for f’s caller

Old base pointer

La : type . 3 b : type . [a % D]



Typing the stack pointer

]

fp—> s : int H

Old base pointer

q : int L
r : [[int H] L] L
z : int H

w : [[int H] L] L

0ld base pointer

X : int L

y : [int H] L

]

Old base pointer

» Locals for g

> Arguments to g

> Locals for f

» Arguments to f

Locals for f’s caller

fp : L a : type . I b : type . [a x b]



Typing the stack pointer

]

S

int H

fp —{ 0ld base pointer

q :

int L

r .

[[int H] L] L

Z .

int H

w

[[int H] L] L

,] 0ld base pointer

X .

int L

y -

[int H] L

]

» O0ld base pointer

fp : L a : type .

» Locals for g

> Arguments to g

> Locals for f

» Arguments to f

Locals for f’s caller

I3 b : type . [a % D]



Typing the stack pointer

L a

]

» Locals for g

S

int H

Old base pointer

q :

int L

r .

[[int H] L] L

> Arguments to g

Z .

int H

w

[[int H] L] L

> Locals for f

A 4

0ld base pointer

X .

int L

» Arguments to f

y -

[int H] L

]

} Locals for f’s caller

» O0ld base pointer

type .

3 b

type . a @ Db



Typing the stack pointer

-] » Locals for g
fp — | s : intH

Old base pointer

q : int L
Arguments to
r : [[int H] L] L > g J
~
z . int H
> Locals for £
w : [[int H] L] L

0ld base pointer

X : int L

» Arguments to f

y : [int H] L

[..] } Locals for f’s caller

Old base pointer

La : type . 3 b : type . a @ b



Tst

ml

a

Typing the stack pointer

type

fp —

1 b : type .

]

s : int H

Old base pointer

q : int L
r : [[int H] L] L
z @ int H
w : [[int H] L] L

0ld base pointer

X : int L

y : [int H] L

]

Old base pointer

a @ b

» Locals for g

> Arguments to g

> Locals for f

» Arguments to f

Locals for f’s caller



Typing the stack pointer

Tst = w a : type . 3 b : type . a @ Db

- » Locals for g
fp —> | s : int H

Old base pointer

q : int L
Arguments to
r : [[int H] L] L > g S
~
z . int H
> Locals for f
w : [[int H] L] L

0ld base pointer

X : int L

» Arguments to f

y : [int H] L

, (-] } Locals for f’s caller

Old base pointer

unroll fp : (I b : type . a @ b)[Tst / a]



Typing the stack pointer

Tst = w a : type . 3 b : type . a @ Db

-] » Locals for g
fp — | s : intH

Old base pointer

q : int L
Arguments to
r : [[int H] L] L > g S
~
z . int H
> Locals for f
w : [[int H] L] L

0ld base pointer

X : int L

» Arguments to f

y : [int H] L

[..] } Locals for f’s caller

Old base pointer

unroll fp : 3 b : type . Tst @ D



Typing the stack pointer

Tst = w a : type . 3 b : type . a @ Db

-] » Locals for g
fp — | s : intH

Old base pointer

q : int L
Arguments to
r : [[int H] L] L > g S
~
z . int H
> Locals for f
w : [[int H] L] L

0ld base pointer

X : int L

» Arguments to f

y : [int H] L

, (-] } Locals for f’s caller

Old base pointer

(b, p) := unpack (unroll fp)
b : type
p . Tst @ b



Typing the stack pointer

Tst = pwa : type . 3 b : type . a @ b

L » Locals for g
fp —> | s : int )
def g(q : int L, r : [[int H] L] L) = | O1d base pointer]
s : int H := x in | aint
w : [int H] L := &y in s [[int H] L]  Arguments to g
-
| z . int
> Locals for f
w : [[int H] L]

o Old base pointer

X : int

» Arguments to f

y : [int H]

_____ i (-] } Locals for f’s caller

Old base pointer
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Typing the stack pointer

Tst = pwa : type . 3 b : type . a @ b

L » Locals for g
fp —> | s : int )
def g(q : int L, r : [[int H] L] L) = | O1d base pointer]
s : int H := x in | aint
w : [int H] L := &y in N IS » Arguments to g

(b : type, p : Tst @ b):= unpack (unroll fp) in L

> Locals for f
w : [[int H] L]

o Old base pointer

X : int

» Arguments to f

y : [int H]

_____ i (-] } Locals for f’s caller

Old base pointer
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Typing the stack pointer

Tst = pwa : type . 3 b : type . a @ b

L » Locals for g
fp — | s : int )
def g<q cint L, r : [[int ] ] ) - """" Old base pointer .
s : int ;= X in | g int
w i [int H] L := &y in N Er— » Arguments to g
(b : type, p : Tst @ b):= unpack (unroll fp) in . )
' > Locals for f
| [[int H] L] )
b = int H x [int H] L ~+| Old base pointer
p = 0x967a0c9d e \ Arguments to f
y : [int H]
» [..] } Locals for £’s caller

Old base pointer
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Typing the stack pointer

Tst = pwa : type . 3 b : type . a @ b

-] » Locals for g
fp —_—> s : int H )
def g(q . int L, r : [[int ] ] ) - """" Old base pointer )
s : int ;= X in | a: int
w : [int H] = &y 1in r : [[int H] L]  Arguments to g
(b : type, p : Tst @ b):= unpack (unroll fp) in [ _ ;. )
> Locals for f
______ | [[int H] L] B
b = int H x [int H] L T 0ld base pointer
p = 0x967a0c9d e \ Arguments to f
y : [int H]
p: Tst @ b 1 [..] } Locals for f’s caller
P — sizeof(Tst) : @ Tst x b 0ld base pointer
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Typing the stack pointer

Tst = 4w a : type . 3 b

int H x [int H] L
Vx967alcOd

p . Tst @ b
p — sizeof(Tst) : @ Tst % b

x(p — sizeof(Tst)) : Tst

unroll x(p - sizeof(Tst)) : I b :

type

type .

» Arguments to g

> Locals for f

a @b
q : int L
r : [[int H] L] L
z . int H
v [[int H] L] L
Old base pointer

'Tst @ b



Labels on types

Tst = 4 a : type . 3 b : type . a @ b

Runtime representation of types * Types can leak information!
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Labels on types

Tst = L a : type . 3 b : type . a @ Db

inspectCurrentFramel () =

et a X : int L := in

el >Uxmm low : 1nt L = in

it L ) (b, p) := unpack (unroll fp) in
0ld base pointer match b with

int L x _ > low :=
| _ - skip



Labels on types

Tst = L a : type . 3 b : type . a @ Db

inspectCurrentFrame2() =

et a X : 1int H := in
el >Uxmm low : 1nt L = in
it ) (b, p) := unpack (unroll fp) in
0ld base pointer match b with
int L x _ > low :=
| _ > skip

inspectCurrentFramel () =
x : int L := in
low : int L = in
(b, p) := unpack (unroll fp) in
match b with
int L x > low :=

| _ -» skip



Labels on types

Tst = L a : type . 3 b : type . a @ Db

inspectCurrentFrame3(1 : level H) =

S a X : int 1 := in

el >Uxmm low : 1nt L = in

it 1 ) (b, p) := unpack (unroll fp) in
0ld base pointer match b with

int L x - low :=

[LeakfromHtoL fl _ =» skip

inspectCurrentFramel () = inspectCurrentFrame2() =
x : int L := in x : int H := in
low : int L = in low : int L = in
(b, p) := unpack (unroll fp) in (b, p) := unpack (unroll fp) in
match b with match b with
int L x _ »> low := int L x _ »> low :=

| _ -» skip | _ - skip



Labels on types

Tst = uw a : type ?7 . 3 b : type ? . a @ b

Let’s focus
?
pC: *_ on this one/\‘

inspectCurrentFrame3(1 : level H) =
X . int 1 := in
low : int L = in
(b, p) := unpack (unroll fp) in
match b with
int L x _ > low :=

| _ -» skip
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Labels on types

Tst = wa : type . 3 b : type pc . a @b

inspectCurrentFrame3(1 : level H) =
X . int 1 := in
low : int L = in
(b, p) := unpack (unroll fp) in
match b with
int L x _ > low :=

| _ -» skip
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Labels on types

Tst = L a : type . 3 b : type pc . a @ b

pc = “Upper bound on information that affects
control flow”
pC inspectCurrentFrame3(1l : level H) =
T X : int 1 := in
low : int L = in
. type pc (b, p) := unpack (unroll fp) in

match b with

= type L
yP int L x - low :=

| _ -» skip



b :

Labels on types

Tst = L a : type . 3 b : type fr . a @ b

fr = “Upper bound on information that affects
frame layout”

fr pc inspectCurrentFrame3(1 : level H) =
T T X : int 1 := in
low : int L = in
type fr (b, p) := unpack (unroll fp) in

match b with

= type H
P int L x - low :=

| _ -» skip



Labels on types

[ Upper bound on frvj

inspectCurrentFrame3(1

1

Okay since
. level H

and HC fr

X : 1nt 1 :=
low : int L

match b with
int L x _

| _ > skip

-

in
in

low

H
level H)L:

|ALower bound on pc

(b, p) := unpack (unroll fp) in

‘Apc = H. Cannot assign to L




The Zee language

c == skip|x:=einc|ifethencelsec| whileedoc

c;c|x:=e| *e:=e| x:==xe | at k with bound e do ¢

match x with p = ¢ | (x,y) := unpackeinc

x:=1fp| f(e)
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The Zee language

c == skip|x:=einc|ifethencelsec| whileedoc

c;c|x:=e| *e:=e| x:==xe | at k with bound e do ¢

match x with p = ¢ | (x,y) := unpackeinc

x:=fp| f(e) | []
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The Zee language

¢ == skip|x:=einc|ifethencelsec | whileedoc

| c¢c|x:=e]|=*e:=e]|x:==e|atk with bound e doc
|  match x withp = ¢ | (x,y) := unpack einc

| x=fplf@EIl

Consider two different garbage collector implementations




The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations
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The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations

66 Static Enforcement of Security in Runtime Systems Mathias V. Pedersen, Aarhus University



The Zee language

¢ == skip|x:=einc|if ethencelsec | whileedoc

| cc|x:=e]|=xe:=e|x:==e|atk with boundedoc
|  match x withp = ¢ | (x,y) := unpackeinc

| x=fplf@EIl

Consider two different garbage collector implementations

67 Static Enforcement of Security in Runtime Systems Mathias V. Pedersen, Aarhus University



The Zee language

| c¢c|x:=e]|=*e:=e]|x:==e|atk with bound e doc
|  match x withp = ¢ | (x,y) := unpack einc
|

x:=fp| f(e) [l

Consider two different garbage collector implementations

d = mark(e) | unmark(e) d = set_semispace(e) | set_fwd(e,e)
| x:=alloc(e, e, k) | free(e) | x:=get_fwd(e) | z := alloc(e, e, k)

| x = get(e) | set(e,e) | x:=get(e) | set(e,e)



Security guarantees

— CcXcC |
— CdXd ['Fd

—U—CcldIXcld] T kcld]

Theorem

f T || then

C [d] satisfies noninterference
\

‘ Timing-sensitive & termination-insensitive




Security guarantees
Theorem

T | ] then
C [d] satisfies noninterference

If m ~;, m,
and (c,m,0) =>* (stop, mj, ;)
(c,m,,0) =>* (stop, m,, 1,)

then mi %L WLé and tl — tz



Implementation Case studies

Type checker and interpreter :  gecyre cooperative thread scheduling

Noninterference =» Scheduling of L
threads is independent of H threads

Secure mark-and-sweep garbage
collection (300 LOC)

Noninterference =» Garbage collection

of L allocations is independent on H
allocations



Conclusion

Zee supports provably secure usage of

Higher-order functions

Runtime type analysis

Heterogeneous arrays

Allows for the implementation of timing-sensitive
Garbage collectors

Thread schedulers

Questions?



