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Dynamic IFC



Transparency



[Devriese and Piessens 2010]
[Austin and Flanagan 2012] 

Multi-Execution

https://core.ac.uk/download/pdf/34463486.pdf
https://users.soe.ucsc.edu/~cormac/papers/popl12b.pdf


h := readSecret();

l := 0;

if h then:

l := 1;

writePublic(l);

Multi-Execution



h := readSecret();

l := 0;

if h then:

l := 1;

writePublic(l);

Multiple Facets

[h = < H ? s : 0 >]

[h = < H ? s : 0 >,
 l = 0]

[h = < H ? s : 0 >,
 l = < H ? 1 : 0 >]

x2

publicView(< H ? 1 : 0 >) = 0 
[Austin and Flanagan 2012] 

https://users.soe.ucsc.edu/~cormac/papers/popl12b.pdf


[Schmitz et al. 2018]

http://www.cse.chalmers.se/~algehed/papers/Multef-ccs2018.pdf


Data-oriented

Reduce needless 
duplication in data 

storage

Compute-oriented

Remove 
unnecessary 

duplicated 
computation

Optimisation Strategies

All contributions 
mechanised in 
Agda



Data-oriented Optimisation



data Faceted a 

bob, tom : Faceted Int
bob = < Bob ? 42 : 0 >
tom = 0 

Bob

42 0

bob =

[Austin and Flanagan 2012] (Multiple Facets) 

https://users.soe.ucsc.edu/~cormac/papers/popl12b.pdf


Bob

42
+

0

Tom

10 1

Bob

=

Tom

52 43

Tom

10 1

[Austin and Flanagan 2012] (Multiple Facets) 

https://users.soe.ucsc.edu/~cormac/papers/popl12b.pdf


What could possibly go wrong?
(live demo)



How does shrinking work?



t ~ t’



t and t’ look the same 
to all observers
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Change Stuff Remove Stuff



Two rules? Is that enough?
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{Ana,Jim,Bob}

{Ana,Jim}

[Yang et al. 2016]

https://arxiv.org/abs/1507.03513
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b)  overlap(   ,    ,    ,    )



Computation-oriented 
Optimisation



server

Alice Bob Charlie

Ch1 Ch2

st



server

Ch1 Ch2

st

st = []
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st = A

[][a]
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Alice Bob
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[][b]





Connect “Alice” “Ch1”
Connect “Bob” “Ch1”
Connect “Charlie” “Ch1”

A

B

C

[a,b][a,b,c]

C

[a][a,c]

B

C

[b][b,c]

C

[][c]

st = 



Write “Alice” “Ch1” “Hi everybody”

writeSocket “Alice”   “Alice> Ch1: Hi everybody”

writeSocket “Bob”     “Alice> Ch1: Hi everybody”

writeSocket “Charlie” “Alice> Ch1: Hi everybody”

foreach client in st.Ch1 do:
  writeSocket client “Alice> Ch1: Hi everybody”



A

B

C

[a,b][a,b,c]

C

[a][a,c]

B

C

[b][b,c]

C

[][c]

st = 



  st_ <- readFIORef stRef
  let st = atMostOne st_
  stRef := st

A

B

C

[a]

B

C

[b]

C

[c]

stRef = 

⊥

⊥ ⊥ []

Choice of 
optimisation 
depends on 
application!



O(2ⁿ) → O(n²)
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