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Abstract:

Digital signatures are of great importance for the security of information technology and, in
particular, the Internet. However, the digital signature schemes that are used in practice
today are threatened by quantum computer attacks. Therefore, digital signature schemes
are required that resist quantum computer attacks and can be used in practice. After
explaining the relevance of digital signatures this talk discusses minimal security
requirements for such schemes. The hash-based scheme XMSS is presented which has
minimal security requirements. Experimental data show that XMSS is ready for being used
in practice.
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